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Key TaKeaways

Zscaler, websense, and Blue Coat systems Lead The Pack
Forrester’s research uncovered a market in which Zscaler, Websense, and Blue Coat 
Systems lead the pack. Intel Security (McAfee), iboss, and Cisco offer competitive 
options. Barracuda Networks and Symantec lag behind.

The saas-Based web Content security Market Is Growing
The SaaS-based web content security market is growing because more S&R professionals 
see the demands of the digital business, evolution of the network, and feature 
cannibalization from NGFWs disrupting traditional web content security gateways.

Threat Detection and application Control are Key Differentiators
As traditional web gateways become outdated and less effective, improved features 
in advanced threat detection, application control, and URL filtering with enhanced 
reporting and interactive dashboards will dictate which providers will lead the pack.

Transition From On-Premises To saas with a Hybrid Model
In a hybrid web content security deployment, a traditional web gateway works alongside 
the SaaS service to provide protection for employees of larger sites. The hybrid model 
makes sense if your enterprise is cloud-averse, needs outbound DLP, or is concerned 
over cloud residency.

access The Forrester wave Model For Deeper Insight
Use the detailed Forrester Wave model to view every piece of data used to score 
participating vendors and create a custom vendor shortlist. Access the report online and 
download the Excel tool using the link in the right-hand column under “Tools & Templates.” 
Alter Forrester’s weightings to tailor the Forrester Wave model to your specifications.
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wHy ReaD THIs RePORT

In Forrester’s 26-criteria evaluation of web content security delivered as a software-as-a-service (SaaS) 
solution, we identified the eight most significant providers in the category — Barracuda Networks, Blue 
Coat Systems, Cisco, iboss, Intel Security (McAfee), Symantec, Websense, and Zscaler — and researched, 
analyzed, and scored them. This report provides an overview of the web content security market and 
discusses why organizations should consider shifting from traditional on-premises web gateways/forward 
proxies to a SaaS model. The report details our findings about how well each vendor fulfills our criteria 
and where they stand in relation to each other, to help security and risk (S&R) professionals select the 
right partner for their SaaS-delivered web content security.
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s&R PROs NeeD weB CONTeNT seCuRITy TO FIGHT CRIMe aND esPIONaGe

The web is a vital part of daily life. Employees and consumers alike use it to share, communicate, 
connect, and work. Yet, the number of users on the web multiplied by the number of devices 
and vulnerabilities out there makes the web a potent attack surface for cyberadversaries. One 
unsuspecting and uninformed user is all an attacker needs to gain a foothold in your business 
environment. This is because web-based attacks look to exploit the end user, often considered the 
weakest link in security. Web threats come in a variety of forms employing social engineering tactics 
or compromising legitimate sites. S&R pros need web content security solutions to:

■ Protect employees from phishing attacks. Phishing attacks arrive in the form of an email with 
links that point to malicious websites where users unknowingly download malware or enter a 
fake page. These spoof sites, such as social media or e-banking sites, fool users into providing 
confidential information that could either lead to account takeover and fraud or provide 
credentials into the user’s employer. According to Verizon’s Data Breach Investigations Report 
2015, more than two-thirds of cyberespionage incidents in 2014 involved phishing.1 An attack 
directed at specific individuals or organizations is aptly called spearphishing due to its targeted 
nature. In the wake of the January 2015 Anthem breach, hackers launched phishing scams to 
lure consumers into sending personal and financial data.2

■ Keep employees away from watering holes. Watering hole attacks, also known as strategic 
web compromise (SWC), occur when threat actors compromise websites that will subsequently 
infect their actual targets. These attacks are inflicted with such methods as clickjacking or drive-
by downloads. The threat actors use the newly infected target as a launching point for intrusions 
against the targeted organization. In November 2014, Chinese actors hacked the Thought of the 
Day widget of Forbes.com targeted, at the US defense and financial industries, by redirecting 
visitors from those organizations to another, malicious site.3 Like phishing, these attacks can 
also strike opportunistically. According to Verizon’s Data Breach Investigations Report 2015, 
16.6% of cyberespionage attacks in 2014 were the result of web drive-by attacks.4

■ Protect their business and employees from malvertisements. Many commonly frequented 
sites, such as CNN or Bloomberg, outsource ad content from multiple external third-party 
advertising networks. However, attackers can exploit and inject malicious code into ad networks, 
turning legitimate sites into hotbeds of malware. In January 2015, attackers implanted malware 
on ads served by AOL’s ad network that affected ads on sites such as The Huffington Post and 
men’s magazine FHM.5 The malvertising contained ransomware that extorted money from users 
to unlock their computers.
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ON-PReMIses weB CONTeNT seCuRITy CaN’T PROTeCT DIGITaL BusINess

On-premises web gateways are being disrupted, and the model of providing web content security 
is changing.6 The pace of technology change and evolving employee work habits are pushing on-
premises gateways out of the picture. Forrester expects that, within the next three years, on-premises 
web gateway deployments will become the exception, not the rule. Their days are numbered for 
several reasons:

■ Employees are working beyond the reach of traditional web gateways. The mobile mind 
shift is an expectation that individuals can get what they want in their immediate context and 
moments of need.7 This applies to consumers and employees. In fact, employees are working 
outside the corporate perimeter, increasingly working in public places, on the road, and at home. 
Sixty percent of North American and European information workers at enterprises work from 
home a few times per month or more, 23% do so in public places, such as coffee shops, and 40% 
while commuting (see Figure 1-1).8 On-premises web security gateways don’t work for these 
empowered employees.9 Forrester clients frequently complain about the latency introduced 
when having their traffic backhauled to a centralized web gateway.

■ SaaS adoption is increasing. Technology management teams are rolling out more and more 
SaaS-based applications. In fact, 34% of North American and European business decision-
makers at enterprises use SaaS applications in their group or department, and 24% plan to use 
it in their group in the next 12 months (see Figure 1-2). Employees can access many of these 
apps via their mobile devices, but when technology management is slow to respond with mobile 
business apps, employees plug the app gap by bringing in their own apps.10 According to recent 
research by Skyhigh Networks, the average company uses 923 distinct cloud services.11 More 
than half of North American and European business and technology security decision-makers 
at enterprises are concerned with the risk that emerging technologies, such as employee-
provisioned applications, consumer-oriented applications, and software-as-a-service solutions, 
could introduce in their firm (see Figure 1-3).

■ Architects are pushing network services beyond your data center’s walls.12 The disruption 
caused by SaaS applications like Office 365 and Google Apps is forcing enterprise architects 
to rethink their traditional hub-and-spoke network design. Forrester client inquiries reveal 
a desire to reduce the expensive backhauling of web traffic over MPLS to a centralized web 
gateway and instead break out local web traffic by creating straight-to-Internet connections.

■ Next-generation firewalls (NGFWs) are displacing web gateways. NGFWs were initially 
deployed behind existing firewalls and intrusion prevention systems (IPS) to complement their 
functionality. Over time, as the confidence in NGFWs grew, the platform became disruptive and 
began to replace traditional firewalls, IPSes, as well as web gateways. One of Forrester’s most 
frequent client inquiry topics is on NGFW displacement of web gateways. A Forrester client in 
the technology industry told Forrester, “We get equivalent or better web protection and we get 
to consolidate three different technologies into a single platform. The friction we eliminate from 
having to manage our web gateway deployments is invaluable.”
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Figure 1 Web Content Security Needs To Keep Up With The Digital Business

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.107122
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Employees increasingly work in public places, on the road, and at home1-1
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Figure 1 Web Content Security Needs To Keep Up With The Digital Business (Cont.)

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.107122
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Figure 1 Web Content Security Needs To Keep Up With The Digital Business (Cont.)

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.107122

Base: 981 North American and European business and technology decision-makers (1,000+ employees)

Source: Forrester’s Business Technographics® Global Security Survey, 2014
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THe saas MODeL aDDResses s&R PROs’ weB CONTeNT seCuRITy CHaLLeNGes

Your employees need protection at any time, from any device, and from any location. The traditional 
on-premises model of web content security simply cannot address the requirements of today’s 
digital workforce. The SaaS and hybrid deployment models have emerged to help S&R pros address 
these needs. In a SaaS-based web content security deployment, the provider forwards web traffic to 
its security service for inspection (see Figure 2-1). In a hybrid web content security deployment, a 
traditional web gateway works alongside the SaaS service to provide protection for employees of 
larger sites (see Figure 2-2).

Forrester has seen a significant increase in the use of SaaS-based web content security and, 
as a result, focused this Forrester Wave on SaaS-delivered solutions. In Forrester’s Business 
Technographics® Global Security Survey, 2014, the firms of 60% of North American and European 
decision-makers who work with network, data center, or application security at enterprises have 
implemented web filtering as a service, and 40% are planning to implement it in the next 12 months 
or expand their existing implementation.13 SaaS-based web content security is an attractive option 
for enterprises because it:

■ Provides business agility. Technology management needs to be agile to stay up-to-speed 
with business initiatives, and SaaS makes this possible. This model can scale quickly to 
meet an organization’s needs by eliminating the time spent waiting on the procurement and 
implementation of new hardware. When moving into new markets, the ability to quickly turn 
up a new security service can result in a competitive advantage. During our customer reference 
calls for this wave, one SaaS web content security customer told us that “it takes longer to 
submit the paperwork to onboard a new site than it takes to actually spin up the offering.”

■ Reduces complexity. The more distributed an enterprise is the more complex the web gateway 
deployment becomes, and maintaining physical appliances affects productivity. A SaaS solution 
eliminates the need for hardware and the additional overhead associated and operational 
friction associated with it. A Forrester client told us that “the reason we moved to a SaaS model 
was to eliminate the need to do a forklift upgrade of over 150 web gateways.”

■ Is economical. For an area of security that historically receives less funding than other areas, 
SaaS web content security converts the capital expenditures involved with on-premises 
deployments into operational expense. You can free up internal resources that you would 
have focused on deployment, administration, and support, and assign them to higher-priority 
security projects.

■ Addresses the mobile mind shift. Your employees and customers expect information and 
services to be available on any device, in any context, at their exact moment of need. Not 
protecting mobile users can be disastrous when an infected user connects back to the corporate 
network, but backhauling the traffic can result in increased latency and a frustrating user 
experience. In the SaaS model, the service inspects traffic via the closest available SaaS node, 
eliminating unnecessary hops.
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Figure 2 SaaS And Hybrid Web Content Security

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.107122
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Figure 2 SaaS And Hybrid Web Content Security (Cont.)

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.107122
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Hybrid approaches Make sense Only If you Have specific Requirements

Be wary of any cybersecurity vendor who tells you immediately that you must go with a hybrid 
deployment model. The majority of vendors in this web content security space lead with this 
approach. Don’t let a vendor position SaaS for just remote offices and remote users. There are some 
legitimate reasons for selecting a hybrid deployment model; make sure they actually apply to you. 
They might not apply if you:

■ Are cloud-averse. Some security teams push back on cloud delivery of security services. There 
are regulatory requirements that force the on-premises deployment, while for others, the use 
of cloud services is a philosophical choice. When considering the cloud delivery model, it’s 
important to determine what information the provider logs in the cloud and if the provider 
encrypts the web traffic in motion and at rest. Some vendors don’t write any log data to disk; the 
data only exists in memory.

■ Require outbound data loss prevention (DLP). Outbound DLP is a primary driver for on-
premises web content security deployments. Although SaaS-based DLP functionality does exist, 
many organizations that need to deploy the technology won’t elect to do it in the cloud. S&R 
pros prefer the on-premises deployment model.

■ Have concerns over cloud data residency. Expected changes to the EU Data Privacy Directive 
as well as the Edward Snowden revelations have given some organizations pause when it comes 
to cloud deployments. Some, but not all, SaaS web content security providers have the option to 
ensure that web traffic and associated logs remain in geographies of your choice.

saas weB CONTeNT seCuRITy eVaLuaTION OVeRVIew

To assess the state of the SaaS web content security market and see how the vendors stack up against 
each other, Forrester evaluated the strengths and weaknesses of top vendors.
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evaluation Criteria: Current Offering, strategy, and Market Presence

After examining past research, user need assessments, and vendor and expert interviews, we 
developed a comprehensive set of evaluation criteria. We evaluated vendors against 26 criteria, 
which we grouped into three high-level buckets:

■ Current offering. We evaluated basic features such as threat detection, URL filtering, 
application control, and traffic inspection; and advanced features such as automated malware 
analysis and DLP, endpoint support and traffic redirection, deployment models, reporting and 
dashboards, administration, data center operations, and regional support.

■ Strategy. We reviewed each vendor’s viability and investment to meet current and emerging 
customer demands, technical functionality satisfaction, account management satisfaction, and 
service-level agreements.

■ Market presence. We reviewed each vendor’s financials, installed base, and industries served to 
evaluate the weight of the vendor’s presence in the market.

Forrester wave evaluation assessed The Capabilities Of eight Vendors

Forrester included eight vendors in the assessment: Barracuda Networks, Blue Coat Systems, Cisco, 
iboss, Intel Security (McAfee), Symantec, Websense, and Zscaler. Each of these vendors (see Figure 3):

■ Provides web content filtering. All vendors included in this Forrester Wave provide basic web 
content filtering functionality, which includes threat detection and URL filtering.

■ Has a SaaS deployment model. We only included vendors that offer a multitenant software-as-
a-service offering, with features available for customers to use by April 1, 2015.

■ Has mindshare with Forrester’s clients. Vendors included are frequently mentioned in 
Forrester client inquiries and other forms of client engagement relating to web content security.
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Figure 3 Evaluated Vendors: Product Information And Selection Criteria

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.
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Provides web content filtering. All vendors included provide basic web content �ltering functionality, 
which includes threat detection and URL �ltering.

Has a SaaS deployment model. We only included vendors that offer a multitenant 
software-as-a-service offering, with features available for customers to use by April 1, 2015.

Has mindshare with Forrester’s clients. Vendors included are frequently mentioned in Forrester client 
inquiries and other forms of client engagement relating to web content security.
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VeNDORs DIFFeReNTIaTe ON THeIR CLOuD MaTuRITy

The evaluation uncovered a market in which (see Figure 4):

■ Zscaler, Websense, and Blue Coat Systems lead the pack. The Leaders in this Forrester Wave 
provide extensive functionality in the cloud. These solutions shine for their broad endpoint 
support, multiple deployment options, multiple authentication options, and regional coverage. 
Customers were pleased with the vendors’ technical functionality and account management, 
and the vendors set themselves apart from others with their range of service-level agreements.

■ Intel Security (McAfee), iboss, and Cisco offer competitive options. These solutions have 
broad functionality, with strength in a particular advanced capability such as automated 
malware analysis, DLP technology, or application control. Although these cloud solutions are 
not as mature and don’t have as broad a functionality as do the Leaders, customer satisfaction 
with the product from both a technical and account management perspective shows these 
vendors are headed in the right direction.

■ Barracuda Networks and Symantec are worthy contenders. Barracuda Networks and 
Symantec do not yet have the feature set or breadth of the other vendors in the evaluation, but 
they do provide alternative values depending on an organization’s size and requirements.

This evaluation of the SaaS web content security market is intended to be a starting point only. We 
encourage clients to view detailed product evaluations and adapt criteria weightings to fit their 
individual needs through the Forrester Wave Excel-based vendor comparison tool.
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Figure 4 Forrester Wave™: SaaS Web Content Security, Q2 ’15

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.
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Figure 4 Forrester Wave™: SaaS Web Content Security, Q2 ’15 (Cont.)

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.

CURRENT OFFERING 
 Threat detection
 Automated malware analysis
 URL �ltering
 Application control
 Data loss prevention — discovery and analysis
 Data loss prevention — policy support
 Endpoint support
 Traf�c/protocol inspection
 Traf�c redirection
 Deployment models
 Data center and SaaS operations
 Multitenancy and privacy
 Authentication
 Integrations
 Reporting
 Administration
 Dashboards
 Regional support

STRATEGY 
 Developers, sales, and total employees
 Solution pricing model  
 Technical functionality satisfaction  
 Account management satisfaction  
 Service-level agreements 
 
MARKET PRESENCE 
 Revenue and revenue growth  
 Installed base and growth of installed base  
 Verticals 

Fo
rr

es
te

r’s
W

ei
gh

tin
g

50%
10%
3%
3%
5%
2%
2%

10%
5%

10%
5%
7%
5%
5%
4%
5%
7%
7%
5%

50%
15%
0%

30%
30%
25%

0%
33%
33%
33%

2.36
3.00
3.00
3.00
1.00
0.00
1.00
4.00
0.00
2.00
3.00
1.00
3.00
3.00
0.00
1.00
5.00
2.00
3.00

2.30
2.00
0.00
1.00
4.00
2.00

2.00
2.00
2.00
2.00

3.57
4.00
2.00
2.00
4.00
0.00
0.00
5.00
3.00
3.00
5.00
4.00
3.00
5.00
2.00
3.00
3.00
4.00
5.00

3.95
3.67
0.00
3.00
5.00
4.00

3.33
5.00
2.00
3.00

2.78
3.00
0.00
2.00
4.00
0.00
0.00
3.00
3.00
2.00
3.00
3.00
5.00
4.00
2.00
4.00
3.00
1.00
4.00

3.30
3.00
0.00
4.00
3.00
3.00

3.00
3.00
3.00
3.00

3.29
3.00
5.00
3.00
3.00
0.00
0.00
4.00
3.00
4.00
4.00
2.00
5.00
3.00
3.00
2.00
3.00
4.00
4.00

3.65
1.00
0.00
5.00
5.00
2.00

2.33
3.00
2.00
2.00

3.57
4.00
3.00
3.00
4.00
4.00
4.00
4.00
3.00
3.00
4.00
3.00
5.00
3.00
4.00
1.00
3.00
5.00
4.00

3.40
3.67
0.00
4.00
3.00
3.00

2.67
2.00
2.00
4.00

2.52
2.00
2.00
4.00
2.00
3.00
3.00
2.00
3.00
2.00
3.00
3.00
5.00
2.00
1.00
1.00
4.00
2.00
3.00

1.75
2.33
0.00
1.00
2.00
2.00

2.33
1.00
4.00
2.00

3.85
4.00
5.00
3.00
4.00
4.00
3.00
5.00
3.00
3.00
4.00
3.00
3.00
5.00
3.00
5.00
5.00
2.00
5.00

3.75
2.67
0.00
3.00
4.00
5.00

2.00
2.00
2.00
2.00

4.50
4.00
5.00
5.00
4.00
2.00
4.00
5.00
3.00
5.00
5.00
5.00
5.00
5.00
5.00
3.00
5.00
4.00
5.00

4.55
2.00
0.00
5.00
5.00
5.00

4.33
5.00
4.00
4.00

All scores are based on a scale of 0 (weak) to 5 (strong).
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VeNDOR PROFILes

Leaders

■ Zscaler. Since its founding in 2008, Zscaler has found great success in its SaaS web content 
security business. Zscaler’s vision is to provide security-as-a-service and has built its entire 
platform as such. The solution covers all of the basics in threat detection, URL filtering, and 
application control, but also provides advanced malware analysis features such as sandboxing 
and emulation. Its range of traffic redirection options makes it easy to get traffic to the Zscaler 
cloud from a multitude of devices. Zscaler also has excellent integration capabilities with 
an exposed API and the ability to ingest threat intel. Customers had only good things to say 
about the service, mentioning that the company focused on the customer and listened to their 
requests. Zscaler does not have robust DLP features but plans to strengthen these going forward.

■ Websense. Websense’s Triton AP-Web cloud web gateway provides full-featured automated 
malware analysis and DLP functionality enabled by Websense’s Cloud Data Security. The 
solution has powerful application control for specific actions within applications. As a provider 
of email security, Websense is a good option for customers who want a suite option to manage 
both their email and web content security in the same administration interface; it is also a 
good option for hybrid. However, some features of URL filtering are not in the product, such as 
bandwidth-based quotas and traffic shaping, and customizable dashboards were not available 
during our evaluation. In April 2015, Raytheon and Vista Equity Partners agreed to buy 
Websense, with Raytheon having the majority stake.14

■ Blue Coat Systems. A veteran of the traditional on-premises gateway, Blue Coat Systems has 
developed a solid SaaS offering. Blue Coat Systems’ Web Security Service (WSS) benefits from 
its Global Intelligence Network that provides automated malware analysis capabilities to aid 
in threat detection. WSS has very strong application control, with specific policies for many 
commonly used business productivity tools such as Office 365 and Gmail. Blue Coat Systems 
has wide regional coverage, endpoint support, and many deployment options. However, Blue 
Coat Systems’ cloud features have room for improvement of time-based quotas and bandwidth-
based quotas. Blue Coat Systems’ hybrid model addresses a lot of these issues and has deeper 
malware analysis capabilities. On the horizon, Blue Coat Systems plans to provide SaaS-based 
data security service with capabilities similar to its on-premises DLP appliances today.
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strong Performers

■ Intel Security (McAfee). Intel Security (McAfee) Web Protection has strong features for threat 
detection and application control. It is especially notable for its DLP capabilities, which include 
RegEx support; file fingerprinting based on hash values; policy templates for PCI, PHI, and 
PII; and built-in file encryption. The solution also has good integration with its exposed API 
for customer integration and the ability to ingest customer-provided indicators. While there 
aren’t many default reports out of the box, it contains many available dashboards and granular 
role-based administration rights. The solution rolls well into Intel Security’s (McAfee’s) broader 
ecosystem, so for ePO customers, it’s easy to set policies and manage security. However, 
reporting and administration are not centralized, and the solution suffers from internal Intel 
Security (McAfee) account management churn.

■ iboss. iboss has strong advanced malware protection enabled by iboss’ FireSphere, which 
provides dynamic and static analysis and emulation technology. Another plus for the iboss 
platform is its endpoint support and methods for traffic redirection. iboss is an alliance partner 
with Apple and Samsung with native hooks into Apple, Samsung, and generic Android. The 
solution also has a CISO dashboard designed specifically for incident response event correlation. 
However, iboss has room for improvement in traffic control, administration, and custom 
reporting capabilities. iboss is a small company, with 150 employees, but it’s been able to deliver 
great services and experiences for its customers. In future releases, iboss plans on expanding its 
DLP capabilities and STIX integration.

■ Cisco. Cisco’s Cloud Web Security is a good option for its broad range of regional support with 
a large number of data centers distributed globally, its application control capabilities featuring 
specific policies for actions within business applications, its multiple authentication options 
such as SAML, and its selection of default and custom reports. However, the solution lacks DLP, 
interactive dashboards, and a unified administration interface for its email content security 
offerings. Cisco doesn’t have a strong hybrid offering due to lack of a centralized administration 
and reporting interface. We expect Cisco to continue beefing up its malware analysis capabilities 
in Cloud Web Security from Advanced Malware Protection (AMP), acquired from Sourcefire, 
but they were not yet available during the Forrester Wave evaluation.15

Contenders

■ Barracuda Networks. Barracuda acquired its web security service from Purewire in 2009. The 
service has good endpoint support, standard features for threat detection and malware analysis, 
and unified administration for email content security as well as hybrid deployments. However, 
the solution’s cloud maturity is still low with few features for application control and technology 
integrations. The service could not inspect encrypted traffic at the time of evaluation. Also, the 
service lacks customized reporting and dashboards. The service is a good option for security 
teams who need a basic threat protection service, but its lack of advanced features, integrations, 
and reporting make it a tough sell for enterprise teams.
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■ Symantec. Symantec Web Security.cloud has good features for URL filtering, including time-
based and bandwidth-based quotas, has a unified interface for its cloud email security solution, 
and is one of the few vendors that includes DLP capabilities, such as RegEx support, and blocks 
as well as monitors. The service can inspect encrypted traffic and provide control over the 
exfiltration of sensitive data loss in compliance with regulatory requirements or protection of 
intellectual property. However, the DLP functionality does not currently integrate into a broader 
on-premises DLP solution. It also lacks robust reporting, a hybrid deployment option, and 
integration capabilities. Symantec is a large company; we estimate that is has a large number 
of SaaS-only customers, but it will need to make significant improvements to its technical 
functionality, as well as management and support, for it to be considered a competitive option.

suPPLeMeNTaL MaTeRIaL

Online Resource

The online version of Figure 4 is an Excel-based vendor comparison tool that provides detailed 
product evaluations and customizable rankings.

Data sources used In This Forrester wave

Forrester used a combination of three data sources to assess the strengths and weaknesses of each solution:

■ Vendor surveys. Forrester surveyed vendors on their capabilities as they relate to the evaluation 
criteria. Once we analyzed the completed vendor surveys, we conducted vendor calls where 
necessary to gather details of vendor qualifications.

■ Product demos. We asked vendors to conduct demonstrations of their product’s functionality. We 
used findings from these product demos to validate details of each vendor’s product capabilities.

■ Customer reference calls. To validate product and vendor qualifications, Forrester also 
conducted reference calls with two of each vendor’s current customers.

The Forrester wave Methodology

We conduct primary research to develop a list of vendors that meet our criteria to be evaluated 
in this market. From that initial pool of vendors, we then narrow our final list. We choose these 
vendors based on: 1) product fit; 2) customer success; and 3) Forrester client demand. We eliminate 
vendors that have limited customer references and products that don’t fit the scope of our evaluation.
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After examining past research, user need assessments, and vendor and expert interviews, we develop 
the initial evaluation criteria. To evaluate the vendors and their products against our set of criteria, 
we gather details of product qualifications through a combination of lab evaluations, questionnaires, 
demos, and/or discussions with client references. We send evaluations to the vendors for their review, 
and we adjust the evaluations to provide the most accurate view of vendor offerings and strategies.

We set default weightings to reflect our analysis of the needs of large user companies — and/or 
other scenarios as outlined in the Forrester Wave document — and then score the vendors based 
on a clearly defined scale. These default weightings are intended only as a starting point, and we 
encourage readers to adapt the weightings to fit their individual needs through the Excel-based 
tool. The final scores generate the graphical depiction of the market based on current offering, 
strategy, and market presence. Forrester intends to update vendor evaluations regularly as product 
capabilities and vendor strategies evolve. For more information on the methodology that every 
Forrester Wave follows, go to http://www.forrester.com/marketing/policies/forrester-wave-
methodology.html.

survey Methodology

Forrester’s Global Business Technographics Telecommunications And Mobility Workforce Survey, 
2015 is an online survey fielded in January 2015 of 7,238 information workers located in Australia, 
Brazil, Canada, China, France, Germany, India, New Zealand, the UK, and the US from companies 
with two or more employees.

Forrester’s Business Technographics Global Security Survey, 2014 is a mixed methodology phone 
and online survey, fielded in April and May 2014, of 3,305 business and technology decision-makers 
located in Australia, Brazil, Canada, China, France, Germany, India, New Zealand, the UK, and the 
US from companies with two or more employees.

Forrester’s Business Technographics Global Software Survey, 2014 is a mixed methodology phone 
and online survey fielded in July through September 2014 to 3,308 business and technology 
decision-makers at companies with two or more employees.

Each calendar year, Forrester’s Business Technographics fields business-to-business technology 
studies in 10 countries spanning North America, Latin America, Europe, and Asia Pacific. For 
quality control, we carefully screen respondents according to job title and function. Forrester’s 
Business Technographics ensures that the final survey population contains only those employed 
adults who use a computing device at least 1 hour per day as part of their job. Additionally, we set 
quotas for age, gender, and job function as a means of controlling the data distribution. Business 
Technographics uses only superior data sources and advanced data-cleaning techniques to ensure 
the highest data quality.
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Integrity Policy

All of Forrester’s research, including Forrester Waves, is conducted according to our Integrity Policy. 
For more information, go to http://www.forrester.com/marketing/policies/integrity-policy.html.

eNDNOTes
1 Source: “2015 Data Breach Investigations Report,” Verizon, 2015 (http://www.verizonenterprise.com/

DBIR/2015/).

2 Source: “Phishers Pounce On Anthem Breach,” Krebs On Security, February 7, 2015 (https://
krebsonsecurity.com/2015/02/phishers-pounce-on-anthem-breach/).

3 Source: Andrea Peterson, “Forbes Web Site was compromised by Chinese cyberespionage group, researchers 
say,” The Washington Post, February 10, 2015 (http://www.washingtonpost.com/blogs/the-switch/
wp/2015/02/10/forbes-web-site-was-compromised-by-chinese-cyberespionage-group-researchers-say/).

4 Source: “2015 Data Breach Investigations Report,” Verizon, 2015 (http://www.verizonenterprise.com/
DBIR/2015/).

5 Source: Jose Pagliery, “Did You visit HuffPo Last Week? You Might Have A Virus,” CNN Money, January 8, 
2015 (http://money.cnn.com/2015/01/08/technology/security/malvertising-huffington-post/).

6 On-premises web gateways are also known as forward proxies or web proxies.

7 For more information on the mobile mind shift, see the “The Future Of Mobile Security: Securing The 
Mobile Moment” Forrester report.

8 For more information, see the “Habitat For Engagement: Unleash Workforce Potential With Agile 
Enablement” Forrester report.

9 For more information on the mobile mind shift, see the “Re-Engineer Your Business For Mobile Moments” 
Forrester report.

10 The mobile mind shift that people are experiencing at home — to expect everything on a mobile device — 
drives their mobile expectations at work as well. IT is slow to respond with mobile business apps, so employees 
plug the “app gap” on their own. Some bring in productivity apps like Dropbox, Evernote, or Quickoffice, and 
others focus on process apps like Smartsheet or TripIt. To find out which apps your employees really need, 
start by segmenting your workforce into different groups based on their need for mobility and the kind of 
work they do. For more information, see the “Workforce Personas And The Mobile App Gap” Forrester report.

11 Source: “Cloud Adoption And Risk Report,” Skyhigh Networks, 2015 (https://www.skyhighnetworks.com/
cloud-report/).

http://www.forrester.com/go?objectid=RES112741
http://www.forrester.com/go?objectid=RES112741
http://www.forrester.com/go?objectid=RES89382
http://www.forrester.com/go?objectid=RES89382
http://www.forrester.com/go?objectid=RES109381
http://www.forrester.com/go?objectid=RES104982
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12 Networking teams realize that they need to shape network services to suit applications rather than just look 
at packets and frames. Network designs have already started to change as network and telecom buyers shift 
from a hub-and-spoke design to a customized mixture of transport types and connection types. For more 
information, see the “Three Forcing Functions That Will Extend Your Data Center’s Network Services 
Beyond Its Walls” Forrester report.

13 Source: Forrester’s Business Technographics® Global Security Survey, 2014.

14 Source: “Raytheon And Vista Equity Partners Enter Agreement To Form New Cybersecurity Company,” 
Raytheon press release, April 20, 2015 (http://raytheon.mediaroom.com/2015-04-20-Raytheon-and-Vista-
Equity-Partners-enter-agreement-to-form-new-cybersecurity-company).

15 On July 23, 2013, Cisco announced its acquisition of network security specialist Sourcefire for $2.7 billion. 
With the acquisition of Sourcefire, Cisco confirms that customers do in fact want consolidated network 
security appliances, not standalone appliances for intrusion protection, firewalls, and other security 
functionality. For more information, see the “Quick Take: Cisco’s Acquisition Of Sourcefire Has Significant 
Potential” Forrester report.

http://www.forrester.com/go?objectid=RES115851
http://www.forrester.com/go?objectid=RES115851
http://www.forrester.com/go?objectid=RES101521
http://www.forrester.com/go?objectid=RES101521
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